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Traditional Graph Learning vs. Graph OOD Detection

V: Vertexes, E: Edges, A: Adjacency Matrix
Graph G = (V, E, X), X: node features
Graph Neural Network F(A, X)
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Task: Node / Graph Classification, ... Task: Binary Classification



A GNN Baseline (Example: GCN)

* Layer-wise Propagation
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* GNN Classifier (softmax)
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Limitation of Softmax for OOD Detection

* In Image Domain, directly use the predictions of CNNs for OOD
detection would lead to overconfidence of OOD data [Nguyen et al. |.

* In Graph Domain, this overconfidence also exists for Graph OOD
data [Wu et al. ].

* Motivation : Use of Energy function, which is proved to be aligned
with probability density of input data [Liu et al.].

Deep Neural Networks are easily fooled. Nguyen et al. CVPR 2015

Energy-based Out of Distribution Detection. Liu et al. NeurIPS 2020
Energy-based Out of Distribution Detection for Graph Neural Networks. Wu et al. ICLR 2023



Motivation 1: Use of Energy
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Motivation 2: Label Propagation

* Not all graph data are labeled
E.S”u-p — E(x,gx,y)w’Dm (_ log p(y | X, gX))

* Graph data are inter-dependent, propagation with energy reinforces the
confidence on detection

* Label Propagation, a non-parametric semi-supervised learning algorithm



Label Propagation
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Motivation 3: Regularization
* Previous settings didn’t include training Graph OOD data.

* Energy range: [t_in, t_out]
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Experiments

Baselines:

* MSP

* ODIN

* Mahalanobis
OE (Outlier Exposure)
* Energy

Energy without energy propagation
GKDE
* GPN



Experiments

Graph OOD data creation follow two settings: multi-graph and single
graph
1) Multi-graph
* Choose subgraph DE as IID, other 5 subgraphs as OOD [Twitch]
2) Single graph
* Change structures / features / labels [Cora, Amazon, Coauthor]
* Partition nodes (Arxiv), before 2015 IID, after 2017 OOD



Results 1

* Metrics: AUROC, AUPR, FPR95

Twitch Arxiv

Model | OOD Expo | \1;p0C AUPR FPR IDACC | AUROC AUPR FPR ID ACC
MSP No 3359 49.14 9745 6872 | 6391 7585 9059 5378
ODIN No 5816 7212 9396 7079 | 5507 6885 1000 5139
Mahalanobis No 5568 6642 9013 7051 | 5692  69.63 9424  51.59
Eneray No 5124 6081 91.61 7040 | 6420 7578 90.80  53.36
GKDE No 1648 6211 9562 6744 | 5832 7262 93.84 5076

GPN No 5173 6636 9551  68.09 - i - i

GNNSAFE No 66.82 7097 7624 7040 | 71.06 8044 87.01 5339
OF Yes 5572 7018 9507 7073 | 69.80  80.15 85.16  52.39
Energy FT Yes 8450 8804 6129 7052 | 7156 8047 8059 5326
GNNSAFE++ Yes 9536  97.12 3357 7018 | 7477 8321 7743  53.50




Results 2

1 GNNSafe w/o energy propagation " GNNSafe Lo GNNSafe++
i t ) t 1
g | = in-distribution H g | & in-distribution 0g | =1 in-distribution '
" I
E‘ 1 out-of-distribution g [ out-of-distribution g 1 out-of-distribution :
o [+ a 6 i 1] 0.6 i :
= > : > | i
o * o ! o O ' |
! ! i 02 i i
1 i i

0 0 - 0.0 -
-11 -10 -09% -08 -0 —06 —05 —04 -11  -10 -08 -08 -—07 —0&6 -05 —04 —10 -8 -6 -4 -2
Energy score Energy score Energy score

(a) The energy distributions on Twitch where nodes in different sub-graphs are OOD instances
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Motivation 3: Regularization

* Additional regularization doesn’t effect NLL

* Proof: e (5, )iy

chzl ehml (Xv gX)[C]

= argminp(y|x,gx) E(X,Qx,y)ED-m [_ log 'p(y‘xa gm)]

c
E(X’ gx; h9*) = E(Xv gx§ hf)*) - E(X, gx; hm) - log Zehgﬁr (x,Gx)
c=1

C
- log (E—E(X,gx;hg*)+E(X,gx;h91-) . eh{?T (xjgx))
c=1

C
[ log Z ehgT (X,gx)—E(X,gx;hg* )+E(x:gx-—:hg]‘)'

c=1

ehgf (xagx) [y] _E(xagx;hg* )+E(ng,h91- )

p(ylx,Gx) = SO ehot (6011~ B(x Gacsho )+ B (x,Gucilgt)

elrot (%,9x) )
S2C et (501

c=




	幻灯片 1: Energy-based Out of Distribution Detection for Graph Neural Networks
	幻灯片 2: Traditional Graph Learning vs. Graph OOD Detection
	幻灯片 3: A GNN Baseline (Example: GCN)
	幻灯片 4: Limitation of Softmax for OOD Detection
	幻灯片 5: Motivation 1: Use of Energy
	幻灯片 6: Motivation 2: Label Propagation 
	幻灯片 7: Label Propagation  
	幻灯片 8: Motivation 3: Regularization
	幻灯片 9: Experiments
	幻灯片 10: Experiments
	幻灯片 11: Results 1
	幻灯片 12: Results 2
	幻灯片 13: Thanks
	幻灯片 14: Motivation 3: Regularization

